


Threat Protection 

With the number and nature of IT threats constantly evolving, it’s essential for businesses 
to know how to prevent data loss and what to do when a threat perseveres.

Stay Compliant 

Extend Protection

Did You Know?

Alerting on Threats

Reporting Remedial Actions
Pinpoint high-risk usage and cloud 
security issues by reporting on abnormal 
behaviour to prevent threats.

A threat has been detected, 
but what next? Using automation, 
threats can be responded to and 
damage minimised - quickly.

We’re living in a GDPR world, 
where data is priceless and compliance 
is everything.

Arm yourself with everything you need 
to stave off threats and stay within 
regulation guidelines.

Integrate with your devices to extend 
protection across your equipment, 
as well as the cloud.

In 2017, data loss cost UK 
businesses an average of 
£2.48million per loss.

Staying aware of threats is key 
under GDPR. Receive alerts 
as soon as suspicious activity 
occurs to stay on top of threats.

£2.48m

Behavioural Analytics 

Start to Finish

Start Finish

Monitor individual behaviour to highlight 
potential threats and ensure that access 
is automatically revoked when necessary.

Safeguard against malicious emails, 
suspicious links and viral downloads, 
protecting at every point.



Single Sign-On (SSO)

Automatically change permissions 
to match an employee’s changing 
job role as they move throughout the 
organisation, safeguarding confidential 
information in the process.

On Premise Facilities Single Password Cloud Platforms

In 2017, ‘123456’, ‘Password’ and 
‘12345678’ topped Time magazine’s list 
of the year’s worst passwords.

Secure your data ready for a fresh start, 
with access automatically revoked on a 
leaver’s last day. 

Administrators can maintain 
confidence in the new Joiners-Movers-
Leavers process with regular prompts 
to review permissions.

Passwordless Working

Facts

Data Protection 

Multi-Factor 
Authentication 

Single sign-on makes passwords a thing of the past, 
allowing access through one secure set of credentials.

Under the old working practices 
a user would have to login to each 
application, a repetitive, error prone and 
tedious process. With single sign on the 
user now only has to login once a day, 
first thing in the morning.

How Does It Work?

Machine learning detects suspicious 
behaviour, applying risk-based 
conditional access to minimise security 
risks. Users can also be restricted by 
location and device 
for additional control.

Conditional Access
Monitor the who, where and when of 
individual user access to information, 
all in real time.

Reporting

Through proxies, single sign-on 
puts every on-premise app at your 
employees’ fingertips.

Cloud Applications 
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Data Protection

A crucial part of running a business in the 21st century, data protection ensures an 
organisation’s confidential information is protected from internal and external threats.

Classify data based on sensitivity, 
and maintain the protection of said 
data, even when provided to external 
sources and stored on corporate devices. 

A confidential company strategy 
document outlining the marketing plan 
for the next year in a highly competitive 
industry can be restricted to view only 
and just for internal authenticated users.

Understand who has access 
to data, and who has accessed 
it in the past, for a top-down view 
of the organisation’s security.

Automatically classify existing 
documents based on rules and labels 
built by your organisation.

Encourage or force 
automated labelling based
on a document’s content.

Classify Data

Got Sensitive Data?Reporting

Clarify Existing 
Data & Access

Labelling Data & 
Setting Controls

Ensure that no data is left behind with a solution 
which allows you to protect legacy data in line with 
your current roadmap.

Protecting Legacy Data

Stay GDPR compliant without having to lift a finger, 
by automatically identifying and managing personal data 
stored within the organisation.

Uncovering Personal Data Using 
Automated Rules

Allow access to sensitive information, restricting 
permissions by time and device, automatically removing 
individuals once they’re done.

Privileged Access Management (PAM)

 “Keeping up to date with regular 
staff changes manually wasn’t 
working. We couldn’t ensure that 
new starters got access to the 
systems they needed in time, 
or leavers’ access was removed 
from the system promptly. This 
compromised both employee 
productivity and security. We 
knew we needed to implement an 
automated system.”

Nigel Hall, 
Doncaster and Bassetlaw 
Teaching Hospital



Access Governance 

Access governance ensures that end users only have the necessary permissions 
available to them, reducing major role-based security risks.

An employee moving departments 
from HR to Marketing would take their 
accesses with them and then be able to 
view their new manager’s salary. With 
Access Governance this permission 
would be automatically revoked on the 
change of role.

Are all your user licences accounted 
for? With former employees still active, 
organisations can rack up huge costs in 
unused licences.

How it Works

Under the EU’s new guidelines, ensuring that 
only the right people can access employees’ 
personal data is crucial to compliance.

GDPR Compliance

Financial Savings 
on Unused Licences

€20m

Companies who fail to report a 
data breach within 72 hours of 
discovery are liable to be fined 
up to €20million or 4% of their 
previous year’s turnover under 
new GDPR guidelines. 

 “Joiners and movers now get 
access to the correct resources 
immediately, ensuring they 
are productive straight away, 
whereas leavers are immediately 
denied access, helping to 
maintain security across our 
systems.”

Andy Meighen, 
Harris Federation

Did You Know?

As job roles differ between organisations, so too does 
granting access. Organisations can choose to assign access 
based on an individual’s Role (RBAC) or Attributes (ABAC).

Choose Between RBAC and ABAC

Employees can request access to a resource for a limited 
amount of time, allowing for autonomy, swifter workflows 
and security.

Attestation Campaigns

Understand who has access to data, and who has accessed 
it in the past, for a top-down view of the organisation’s security.

Reporting 


